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MEMORANDUM FOR. Director, Office of Information Services Q/’M -
25X1 FROM T pvs
-—ChHIeT, Glassification Review Division ﬁ? //@a
———8UBJECT: A Suggestion for Handlmg Certain Manuscripts

Written by Current and Former CIA Employees

wemm—————--+le The statistics over the past several years demonstrate that the number

of-iptelligence-related writings by present and former CIA employees has steadily

increased, Thi’é’?:onstarit flow of information has made available to the public

an ipcreasingly detallped plcture»' of the CIA t.he publlcations rev:Lew

procedure <ok was establlshed to regulate that ‘ i‘low. 'This procedure has N

not peen (and probably cannot be made) perfecty, and in spite of the best

I inte;ltigns_by_allmggmerned,. some significant disclosures of ciassified
-—w\—»—~—ini'or'mation have been made. These disclosures have included the names of CIA

“““““““““ persomel, the location or confirmation of the existence of CIA”;l‘Eati'éﬁs”éxii

bases abroad, the identification of CIA organizational units at various levels,

the | covers used (even spec:.f:l.c cover so@./‘bs), operational methods used, 1nternal

administrative procedures, forelgn ln.alson relationships, operational targets,

the complete story of actual cases, and even the identification of sonrces. In

ARCER
....... —..addition, as vafue and minor details accumulate, they take on gnater meaning,

-—————gnd the whole comes out beise greater than the sum of el its partse

2, "There are few aspects of an intelligence service and its activities

which are not sensitive to some degree. Supportlve of this i‘act is the broad

sweep of the CIA regulation coverlng access to, and release of, official

information. Thls regulation defines official information as all information,

whether classified or unclassified, that is originated, received, or controlled
by the Agency in pursuance of law or in cennection with the discharge of officiel

~~-~~—~—--dﬂties. It is the policy of this Agency that such information is not to be used

for personal use or benefit and may not be copied or removed from the files of

the Agency for any purpose except in connection with official business. When

people join an organiRathon of thls nature, they recognize that they are taking

a position of tﬁ}st and conﬁJent:Lal:Lty. . This is formally established and.

o reinforced by the signing of a secrecy agreement. From that point forward they
—————gPe-almost constantly exposed to sensitive and classified information either

by working adigeciey FoR Rél@&é@iewmvmmmSannemam omm,oﬁﬂﬂ-ﬁn processing
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the product from them. The information gained from this constant, personal, and

intimate immersion will go permeate one's experience that .it. would hardly be

- poggible to write or speak meamngfully about intelligence matters without

vl omcrFns,

40’?@?/ f"* -~ -
———-drawing upon this knowled A To stay the buSiness one must learn to protect

theAgency's covert activities and the sensitive information with which one

comes into contacte. That the great. majority recognize thlé'ﬂeed and successfully

abide by it is attested to by the small mmber flred for secu.r:l.t.y :Lndc.scretlons.

Recentlyy however, this requ_%ze?geﬁﬁ-!!,,_?e? secrecy seems to be accepted by

. BOmg as valid while one works for CIA but _somehow is considered to lose its
-——————valjdity when one leaves the Agency, as though termination of @ne's employment
T Talso terminates the requirement to protect this sensitive informtion, or causes

— __25X1

the information to lose its sensitivity because personal involvement has ceased.,
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relations, it has been appropriate to assume that the public exposures of CIA

involvement in restoring the Shah to the throne in Iran played a role in the

——————takegver 26 years later of the U,S. Embassy in Tehran and the holding of our

hostgges,

lie To prewent the compromlse of classified information in “the wr:.t:.ngs

of present and former Agency employees, ’che Agency :melemented 'bhe publlca'blons

review procedure. The internal guidelines used in review have beer;,gbﬁamlyﬂ@rﬂn‘wm

s0 that they fall well within legal requirements, and in practice they have been

e —meticulously and defensively applied to avoid confrontation and possible legal

————ggtions. 1In the past, some material has been released that we would w:L hold

today under current guidelines, an indication that we have Pothd—id-nocessaim
-MM— ﬁfaw-e P wc,%:—a%
to bécome more restrigfive. From thosefwho favor the elease of more informati

we aje cont:.nually confronted w:.th arguments Whlch are usually reduced to "1f you

relea,lsed that then, you should be able to release this now." Smmm Once any release
[

_4_v_,_,mvb_eg:ijs, there is constant pressure to release more, in an increasingly concentric
—-———-—and never-ending cycle. Some auth®¥s have reacted almost maliciously to our

‘"——“*'deiet:rony"by’hotihg them and then refashioning the sensitive information in

wording that still would tend to compromise but not essen‘bially be classifiables.

5. To staunch 'bhls flow o£ sens:Ltlve 1nformatlon, :.t is recomeﬂded that

CIA qdopt a guideline that would w:Lthhold in toto all writlngs by employees and

formeL‘ employees that are non-flc'b:\.ona.l accounts of actual situations and _

—activities conducted by or on behalf of the CIA. This would include aecounts of

——————all eovert operational activities of an FI, CI, and CA nature as well as those

admimstrative, developmental, and support activities related to them. It would

include internal administrative, procedural, eﬁdoberational methods used to

process intelligence :Lnformatlon and produce a flnlshed mtelllgence product.

Writlngs concerned xxdxmEt solely with finished 1nt;/ell;gence or other types of

products normally disseminated by CIA, and skw scholarly writings concerned with

-———the general situation in the intelligence field or in the intelligence community

~—————-could be published after appropriate review and approvale. Roman-a~-clef novels

With CIX themes would be reéviewed on a case-by-case basis, and purely fictional
kg writings that vary mdely from true a accounts %il_‘sé}éigaéeﬁ.wm s
e RENNISING TRE AGENey s Recviarions aﬂ‘%ﬁtﬁﬂ‘fmﬂs ANDBY
suggepted that this guldellne be implemented by issuing the necessa guidellnes
Approved For Release 2005/08/24 CIA-RDP(%BO’I 194R001000030050-




_rest

%gcted categorles. The ba31s for w1thhold1ng w111 normally be to protect

to reviewers who will,vidusleedd ‘entire manuscflpts tfat fall w1th1n the
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intel

lligence activities, sources, and methods, with finer distinctions possible

_to p

rotect foreign government information and CIA organizational datae
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